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 The Interactive Data Corporative (IDC) conjectures that by 2025 the 
worldwide data circle will develop to 163ZB (that is a trillion gigabytes) 
which is ten times the 16.1ZB of information produced in 2016. The Internet 
of Things is one of the hot topics of this living century and researchers are 
heading for mass adoption 2019 driven by better than-expected business 
results. This information will open one of a kind of user experience and 
another universe of business opening. The huge information produced by the 
Internet of Things (IoT) are considered of high business esteem, and 
information mining calculations can be connected to IoT to extract hidden 
data from information. This paper concisely discusses the work done in 
sequential manner of time in different fields of IOT along with its outcome 
and research gap. This paper also discusses the various aspects of data 
mining functionalities with IOT. The recommendation for the Challenges in 
IOT that can be adopted for betterment is given. Finally, this paper presents 
the vision for how IOT will have impact on changing the distant future 
Keywords: 
Data Mining 
Data Mining Functionalities 




IoT Limitations  
Recommendation 
Big Data optimization 
This is an open access article under the CC BY license. 
 
Corresponding Author: 
Prof. Harshita Jain,  
Assistant Professor, CSE  
Sagar Institute of Research & Technology, 




There are lot of sources which are producing data and that data is collected in large data repositories 
which are “data tomb” unless some information is taken out of it. They are data rich and thus there is demand 
of powerful data analysis tool and hence Data Mining. IOT deals with associating the items in the physical 
universe, with the sensors attached to it, to the internet. IOT is the next generation of internet. It is the 
network of physical devices, detectors, home appliances, actuators, software and other items embedded with 
electronics, which leaves to connect over the internet and permit to interchange data. Since IOT have bought 
a lot comfort to the lifestyle, so many researchers have expressed great interest in altering the internet by 
designing various systems like smart pen, global supply chain, intelligent transportation, smart home, 
healthcare etc. The basic idea of it is to connect all things in the world to the cyberspace. It is expected that 
things can be distinguished automatically, can communicate with each other, and can even make decisions by 
themselves. In fact, it is still expected that the emergence of it as a service provider will be a movement. 
Important conclusions are frequently made based not on the information- rich data stored in data repositories, 
but preferably along a decision maker’s intuition. The decision maker does not bear the legal documents to 
remove the significant information implanted in the terrible amounts of data. Technical advancements and 
available storage perquisites is accountable for such explosive information. Thus, there is an urgent demand 
for the development of instruments and techniques considering the depth psychology of such vast data. 
Meanwhile, the article on the Industry Analysis published in Feb 2018 states that According to Growth 
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Enabler & Marketsand Markets [37] analysis the global IoT market share will be dominated by three sub-
sectors; Smart Cities (26%), Industrial IoT (24%) and Connected Health (20%). Followed by Smart Homes 
(14%), Connected Cars (7%), Smart Utilities (4%) and Wearables (3%). So, to handle the problem of 
increasing immense data, Data mining emerged as the new research area to meet this defiance. The 
popularity and importance of data mining has originated for two grounds: exponentially increasing volume of 
data and computational power. For example: The Internet of Things (IoT) has become quite a buzz word in 
recent years, and according to Gartner (world's leading research and advisory company) research, 25 billion 
connected “things” will be connected to the Internet by 2020 [37]. The consequence of the increasing stream 
of data and computational power creates a motivation to develop data mining applications to extract novel, 
potentially useful as well as ultimately understandable knowledge from large.  
1.1. Data mining: 
There are different views proposed by various researchers regarding the enormous amount of 
information. Data in such huge volumes do not constitute knowledge, i.e., They cannot be immediately 
exploited by human beings and useful information cannot be derived only by their reflection. Therefore, 
more elaborate techniques are needed in order to draw out the hidden knowledge and reach these data 
valuable to the end-users. Data mining was developed to extract Knowledge from the crude data, employing 
algorithms that could discover several statistic properties in the original information. Data mining produces 
results like association rules, clusters, decision trees and other structures that describe properties of the new 
information [39]. 
Knowledge mining, Knowledge extraction, Data/Pattern analysis, Data archaeology, Data dredging are 
the other names of Data Mining. It is the process for the extraction of valuable information about the huge 
amount of data. Data Mining is one of the most constitutive analysis steps of the “Knowledge Discovery in 
Databases” or KDD Process. The term KDD is used for the explorative process of extraction of knowledge 
from data. It is specified as: “KDD or Data Mining is non-trivial process of identifying valid, novel, 
potentially useful and ultimately understandable patterns in data” [39]. The term data mining, a subset step of 
KDD Process, is practiced only for the discovery as well as the analysis stage of the KDD process. Data 
mining is concentrated because it is more time consuming as well as most significant among KDD steps in 
the current scenario. Various KDD steps include the tracing: 
          A   Data cleaning (this point deals with noise and inconsistent information) 
A. Information integration (multiple data sources are being merged) 
B. Data option (interesting data is selected) 
C. Data translation (at this stage data is transformed or consolidated into appropriate forms 
by performing summary or aggregation operations) 
D.  Data mining (an essential process where intelligent methods are used in order to 
extract data patterns) 
E.  Pattern evaluation (to distinguish the truly interesting patterns representing knowledge 
based on some interesting measures) 
F.  Knowledge presentation (where visualization and knowledge representation 
techniques are employed to present the mined knowledge to the user). 
 
Figure 1. Basic Steps of KDD process 
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It is a young interdisciplinary field, taking out from fields such as database systems, information 
warehousing, statistics, machine learning, data visualization, data retrieval, and high- performance 
computing. Other contributing areas include neural nets, shape identification, spatial data analysis, 
image databases, signal processing, and many application fields, such as business, economics, 
Bioinformatics and Internet of Things (IOT). 
 
Knowledge Extraction 
Figure 2. Workflow of Data Mining 
 
1.2. Internet Of Things (Iot): 
The term “Internet of Things” was coined in the late 1990s by entrepreneur Kevin Ashton. Ashton, who’s 
one of the founders of the Auto-ID Center at MIT, was part of a team that discovered how to link objects to 
the Internet through an RFID tag. 
The Internet of Things is the concept of everyday objects – from industrial machines to wearable devices – 
using built-in sensors to gather data and take action on that data across a network. So, it’s a building that uses 
sensors to automatically adjust heating and lighting. Or is a production equipment alerting maintenance 
personnel in case of failure. It refers to the ever-growing network of physical objects that feature an IP address 
for internet connectivity, and the communication that occurs between these objects and other Internet-enabled 
devices and systems. Internet of Things is the future of technology that can make our lives more efficient 
[34]. 
In IoT discussions, it’s recognized from the onset that analytics technologies are critical for turning this tide of 
streaming source data into informative, aware and useful knowledge. But how do we analyze data as it streams 
nonstop from sensors and devices? How does the process differ from other analytical methods that are 
common today? 
In traditional analysis, data is stored and then analyzed. However, with streaming data, the models and 
algorithms are stored and the data passes through them for analysis. This type of analysis makes it possible to 
identify and examine patterns of interest as data is being created – in real time. So before the data is stored, in 
the cloud or in any high-performance repository, you process it automatically. Then, you use analytics to 
decipher the data, all while your devices continue to emit and receive data. 
As depicted in Fig 3, IoT collects data from different sources, which may contain data for the IoT itself. 
KDD, when applied to IoT, will convert the data collected by IoT into useful information that can then be 
converted into knowledge. The data mining step is responsible for extracting patterns. Ultimately the 
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Figure 3. Workflow of IoT 
With advanced analytics techniques, data stream analytics can move beyond monitoring existing conditions 
and evaluating thresholds to predicting future scenarios and examining complex questions. 
To assess the future using these data streams, you need high- performance technologies that identify patterns 
in your data as they occur. Once a pattern is recognized, metrics embedded into the data stream drive 
automatic adjustments in connected systems or initiate alerts for immediate actions and better decisions. 
Essentially, this means you can move beyond monitoring conditions and thresholds to assessing likely future 
events and planning for countless what-if scenarios. 
2. LITERATURE SURVEY 
In this paper, the literature survey is in concise tabular form which involves the description of various work 
which has been done in different category of IOT in evolutionary way. Table 1 describes briefly the 
background study on the basis of: Related work, Category, Proposed Mechanism, Outcome, Research Gap. 
 
Table 1. background study 
Related work 
Reference 
Category/ Application Proposed Mechanism Outcome Research gap 
An analysis of RFID 
authentication schemes 





Healthcare environment Elliptic curve cryptography 
Authentication 





Information fusion to 
defend intentional 
Attack in internet of 
things [7] 
Defending intentional 
attacks in IOT 
Fusion based defense based 
on collected one-bit 
feedback 
Enhances the 
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The gateway 
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traffic. 










• Data Mining 
algorithms 
and results are 
formulated in 
required 

















upon type of 
analytics. 
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Internet of things for 
smart cities [3] 
Smart city vision 
Based on (Padova smart city 
project) 
Various problems 
of city like noise, 
air pollution, smart 
parking etc. Were 
sort out using IOT. 
More 
improvement 









Solutions for the IOT 
ecosystem 
The use of 
1) raw public key in DTLS 
2) extending DTLS record 
layer to 
Protect group (multicast) 
communication 
3) profiling DTLS 
The DTLS 
(datagram transport 
layer security) for 
IOT applications 













is still to be 
worked on. 
 
A vision of IOT: 
applications, 
challenges, 
And opportunities with 
china perspective [8] 
 
Policies, R&D plans, 
applications, and 
standardization of china 
based on IOT. 
 
Three-layer architecture 
(sensing, application, network 
& service layer) including 
Three platforms (sensing and 
gateway platform, open 
application platform, resource 


































For internet of things 
[9] 
Privacy-preserving TDMA 
wireless Access mechanism 
for a multi- trust-domain 
network of IOT 
Zero-exposure slot allocation 
scheme. 
Protocol has been designed 
and Implemented in tinyos-2.x 
along with add-on hardware 
on mica2 motes for collision 
detection and resolution. 
Prevention of inter 
trust- 
Domain privacy 
exposure by not 
relying on any 
explicit In-packet 
information 
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Internet of vehicles. 
The state-of the- 
Art wireless solutions to 
vehicle- to-sensor, vehicle-to 
vehicle, Vehicle-to-internet, 
and vehicle- to-road 
infrastructure Connectivity. 
 
On the basis of 
literature survey 
various challenges 














The cluster between 
internet of things and 
social 
Networks: review and 
research challenges [4] 
Social internet of things 
(SIoT). 



















A practical evaluation 
of information 
processing 
Presents an efficient 
Workflow to extract 
meaningful information 
from raw sensor data 
Based on the current 
state-of-the- 
art 
Approaches like pattern based 
event, octopus, envision, 
pattern based event detection, 
hierarchical recognition, 
Data processing and 
abstraction 










techniques for the 
internet of things [17] 
 
information abstraction were 
used. 
The capacity of 
handling 
multimodal data 
data is the 
issue 
which has to 
be sorted out 
An IOT-aware 
architecture for smart 
Healthcare systems 
[18] 
Smart Hospital system 
(SHS) 
RFID, WSN, and smart 
mobile, Interoperating with 
each other through a 
constrained application 
Protocol (COAP)/ipv6 over 
low- power wireless personal 
area network        
(6lowpan)/representational 
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transition 
2) failure transition 
3) state output. 
 
states and redundant 
computations. 
It also provides 
better Detection 
ability than other 
models when 
processing real-time 
Events stored in 
high- 






Meta expert learning 
and efficient pruning 
For evolving data 
streams [15] 
Pruning function 
Algorithms such as meta 
expert learners and boosting 










To predict on 
the fly and 
handle 
concept drift. 
Friendship selection in 





Social internet of things 
(SIoT): friendship selection 
Network navigability in SIoT 
networks through simulations. 
Heuristics for local link 
selection that have different 
impact giant component, 
average degree, and local 
clustering. 
Approach to dynamically 
adjust the threshold in the 
number of connections on the 
basis of the 
number of hubs in the network 
The friends that 
minimize the local 
Neighbor degree is 
the approach that 
allows for reaching 
the 








An internet of things 
framework for smart 
Energy in buildings: 
designs, prototype, 
And experiment [19] 
Energy efficient smart 
buildings. 
IOT framework 
With smart location-based 
automated and networked 
energy control inspired by 
“energy proportional 
Computing” in modern 
computers. 
Led to significant 
economic benefits 





also bought in a 
Huge social 














         3. DATA MINING FUNCTIONALITIES FOR IOT: 
One of the most important questions that arise now is, how do we convert the data generated or captured by 
IoT into knowledge to provide a more convenient environment to people? This is where knowledge discovery 
in databases (KDD) and data mining technologies come into play, for these technologies provide possible 
solutions to find out the information hidden in the data of IoT, which can be used to enhance the performance 
of the system or to improve the quality of services this new environment can provide. 
It is naturally anticipated that KDD is able to find “something” from IoT, by using the following steps: 
selection, preprocessing, transformation, data mining, and interpretation/ evaluation [41]. Of these steps, the 
data mining step, as the name suggests, plays the key role in extracting interesting patterns (rules) from the 
data. The other steps can be broadly divided into two steps: the data processing step (consisting of the 
selection, preprocessing, and transformation steps), which is to be taken before the data mining step, and the 
decision-making step (consisting of the interpretation/evaluation step), which is to be taken after the data 
mining step. Various functions of Data Mining algorithm and Various Data Mining Models that can be 
carried out on the IOT data are discussed: 
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Naive Bayes Nearest 
Neural 
Network 
3.1. Data Mining Algorithms: 
Prediction: Predictive model determined the future outcome rather than present behavior. The predictive 
attribute of a predictive model can be geometric or categorical. It engrosses the ruling of set of characteristics 
relevant to the attribute of interest and predicting the value distribution based on the set of data similar to the 
selected object (S) for example one may predict the kind of disease based on the symptoms of patient. The 
predictive modelling can be done by either of these two ways. But while inducing IOT, time series analysis is 




Figure 4. Types of Predictive modelling 
 
a. Classification: Classification is used to builds models from data with predefined classes as the 
model is used to classify new instance whose classification is not known. The instances used to 
create the model are known as training data. A decision tree or set of classification rules is based on 
such type of mechanism of classification which can be retrieved for identification of future data for 
example one may classify temperature. Popular classification algorithms for model building, and 
manners of presenting classifier models, include (but are not limited to): Decision tree, Support 
Vector machine, Naïve Bayes, Neural Network, Nearest Neighbors etc. 
 
 
Figure 5. Types of Classification 
 
b. Mining Frequent patterns, Associations and correlations: Frequent patterns can be defined as a 
pattern (a set of items, subsequence, substructures, etc.) that appears intermittently in data. An 
intermittent item set is a set of data that occurs frequently together in a transaction data set for 
example, a set of items, such as table and chair. Subsequence means first of all buying a 
Computersystem, then UPS, and thereafter a printer. This appears frequently in a shopping history 
data base and is called a frequent sequential pattern. Substructure as particular structural forms 
such as sub graphs, sub tree. If a substructure appears intermittently, it is named as a frequent 
structural pattern. Discovering such type of frequent pattern plays an important role in correlation 
mining association clustering and other data mining tasks. 
c. Outlier Analysis: Outer analysis is an object in database which is significantly different from 
the existing data. “An outlier is an observation which deviates so much from the other 
observations as to arouse suspicions that it was generated by a different mechanism”. Deviants, 
Abnormalities, Discordant and Anomalies are also referred as outliers in data mining and 
statistics literature. The outliers may be of particular interest, such as in the mining or outlier 
analysis. The outlier can be diagnosed with the help of statistical tests that assume probability 
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• Z-Score or Extreme Value Analysis (parametric) 
• Probabilistic and Statistical Modeling (parametric) 
• Linear Regression Models (PCA, LMS) 
• Proximity Based Models (non-parametric) 
• Information Theory Models 
• High Dimensional Outlier Detection Methods (high dimensional sparse data). 
 
                 4. RECOMMENDATIONS 
To various research issues and challenges here are some recommendations given in Table 2. 




To store, read and write large volume of data with fast and 
effective mechanism. 
Use of Hadoop Distributed File System, Apache spark (in 
memory computing software) 
2. Integration of Heterogeneous data in efficient time. 
Use of MongoDB, Apache Cassandra, Apache HBase, 
MarkLogic’s 
3. 
To extract deep hidden knowledge from large volumes of 
data. 
Various Data Mining Techniques 
4. To find the fault and harder to correct the data. Fault tolerant tools can be used 
5. 
Effective and security solution to 
share data between different applications and systems. 
Proper use of data tagging and enforced time stamps 
6. Accuracy and Efficiency in big data processing. 
Support Vector Machine (SVM), K-nearest neighbor 
(KNN), Naive Bayes (NB), 
Linear discriminant analysis (LDA), C4.5, C50 and ANNs 
7. Algorithm adoption for parallel platforms 
parallel association rule mining and parallel k-means 
algorithm 
8. Security of Big Data 
Attribute-Based Encryption, Light weight encryption. 
asymmetric encryption, regular audits, and 
hash chaining 
9. Privacy of Big Data Anonymization of data, opt for Differential privacy 
10. Universal standardization of architecture 
Circumvent infrastructure and economic deficits using IaaS and 
open-source software 
11. Lack of Interoperability Advance in the creation and adoption of digital agendas 
12. Lack of standardization of protocols 
We expect pioneering standardization groups to 
collaborate on different layers of the Internets of 
Things. Till then ambient computing holds the scenario. 
13. 
To use flood of big data for prediction, optimization and 
decision 
Make use of machine learning, big data software 
and service platforms and Apache Spark 
Streaming tool. 
 
5. DISCUSSIONS: INTERNET OF THINGS: VISION 2030 
When taking a gander at the present cutting-edge innovations, they should give an unmistakable sign of how 
the Internet of things will be executed at an all-inclusive level in the years to come and also showing critical 
viewpoints that should be additionally contemplated and created in the coming years. Right off the bat, the 
need exists for huge work in the territory of administration. Without an institutionalized approach it is likely 
that a multiplication of structures, distinguishing proof plans, conventions, and frequencies will create one 
next to the other, every one devoted to a specific and separate utilize. This will definitely prompt a 
discontinuity of the IoT, which could hamper its ubiquity and turn into a noteworthy impediment in its take 
off. Interoperability is a need, and between label correspondence is a pre-condition all together for the 
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reception of IoT to be across the board. 
In the coming years, innovations important to accomplish the omnipresent system society are relied upon to 
enter the phase of functional utilize. It is generally expected that RFID innovation will progress toward 
becoming standard in the retail business. As this situation will advance, countless will be addressable, and 
could be associated with IP-based systems, to constitute the specific first influx of the "Web of Things". There 
will be two noteworthy difficulties with a specific end goal to ensure consistent system get to: the principal 
issue identifies with the way that today unique systems exist together; the other issue is identified with the 
sheer size of the "IoT". The IT business has no involvement in building up a framework in which a huge 
number of articles are associated with IP systems. Other current issues, for example, address confinement, 
programmed address setup, security capacities, for example, validation and encryption, and multicast 
capacities to convey voice and video flags productively will most likely be overwhelmed by continuous 
innovative improvements. 
Another imperative perspective that should be tended to at this beginning period is the one identified with 
enactment. Different purchaser bunches have communicated solid worries about the various conceivable 
outcomes for this innovation to be abused. A reasonable administrative structure guaranteeing the privilege 
for protection and security for all clients should in this manner be actualized by all part states. A maintained 
data crusade featuring the advantages of this innovation to society everywhere should likewise be sorted out, 
a battle which underlines the advantages that this innovation can convey to standard residents in their regular 
daily existences be it enhanced sustenance traceability, helped living or more secure human services. 
"Information", in this unique situation, can be viewed as a "question" and under this vision a label conveys its 
own qualities, as well as the tasks it can deal with. The measure of knowledge that the articles in the IoT 
should have and assuming, how and in which cases this insight is disseminated or incorporated turns into a 
key factor of improvement later on. 
 
6. CONCLUSION 
The research work shows that the hype of IOT have impacted data mining more and more to improve and 
scale its capability in order to make it inter operable, scalable and more efficient in terms of computational 
cost and time. It also requires continuous improvements in the domain of infrastructure standardization, 
security and privacy, Data Maintenance and Knowledge extraction from Unstructured Data. The standard 
layout of protocols needed to be fixed from the future perspective. In future the role of optimization on the 
IOT data is also going to play an important role. Then the need of deep study of various optimization 
technique especially the nature inspired algorithm will be required and also to find the fitness of each 
algorithm for various different application of IOT will the important role [40]. The discussion in the paper 
have pointed out main open research issues of this arena and some of the Challenges have been tried to sort 
out by the proposed recommendation. The vision which is discussed in the paper gives us the idea about How 
IOT is going to be and what measures should be of prime focus while dealing with it. Since IOT is changing 
our life exponentially, so it becomes very important for us to know it completely. 
“If you think that the internet has changed your life, think again. The IoT is about to change it all over again!” 
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